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M‘é:&”j% Background

* In 2016, 874 insider threat incidents across 54 organizations averaged
S4.3M damage/organization [1]

* Organizations’ response to mitigate insider threat risk varies widely from
reactive to proactive and predictive
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Challenges:
* Making inferences based on incomplete and uncertain data

* Lack of completeness and accuracy of a single source knowledge base that
informs such inferences

 Non-optimal data — data that are the most available may not always be the
most useful for particular types of threat

* Lack of ground truth required for testing mitigation approaches

* Need for better understanding of:
— Indicators that infer target (threat) behavior
— Collection of observables that infer indicators
— Necessary data given the observables of interest
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* Adoption of comprehensive Insider Threat factor knowledge
base as an ontology

— To provide a common structure of the knowledge of the domain
— To facilitate sharing of the knowledge base
— To enable knowledge base to be applied to a variety of missions
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* Formal description of concepts within domain

* Formal semantics and constraints provide computational
properties

* Ability to draw inferences from asserted facts
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Related Work

* This work derives from a
large base of published
research and case
studies (especially CERT
reports and publications,
e.g. [2] and [3]; and
research by Greitzer and
colleagues [4])

* Development of SOFIT is
documented in [5]-[7]

Summary of Current Ontology Representations in Cybersecurity/Insider Threat

Ontology/Reference

Domain/Scope

Types of Constructs Represented

Technical/ Cyber

Human/ Behavioral

Organizational

CERT ITIO Insider Threat J

MITRE (STIX) Cyber Security J

MITRE (CAPEC) Cyber Security - Attack Patterns J

MITRE (CWE) Cyber Security - Weaknesses J

MAEC Cyber Security - Malware J

CRATELO Cyber Security J -

HUFO Cyber Security - Trust J J -
SOFIT Insider Threat J J J
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 Use Case 1. Ontology capturing expert knowledge on insider threat
factors that may be shared with research/operational communities.

* Use Case 2. Support development of a tool to evaluate the
coverage of an organization’s insider threat mitigation program
compared to ‘best practices’.

* Use Case 3. Support development of tools to assess insider threat
risk for individuals in an organization.




Ontology Overview
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 Actor has Factor and
Intention

* |Intention is manifested as

has' has

| * ’ Threat Type

asa Sssociatedwitn  maniesicans e Factor is associated with
Threat Type and plays a role
(Factor Role) in process of

insider threat exploit



Taxonomy of Factors

Factor Label Description
Factor Characteristic relevant to assessment of insider threat.
Individual human factors pertaining to human characteristics or behaviors in insider
Individual Factor threat domain. Band et al. (2006); Keeney et al. (2005)
Action by a person that is outside of normal or accepted behaviors. This may include
Boundary Violation actions up to the level of organizational policy violations. Bulling et al. (2008}
1.1.1.1.1. Waorking At Unusual Hours Working at hours markedly different from peers. Bulling et al. (2008} a3
1.1.1.1.1.1. [Odd Hours Work Machine Using work-owned machine outside of normal work hours. IARPA SCITE Program 35
1.1.1.1.1.2. |Odd Hours Work Week Changes times at which s/he regularly works during work week. IARPA SCITE Program 30
1.1.1.1.1.3. |Odd Hours Work Week Offsite Changes periodicity of work done at home or remote sites during work week. IARPA SCITE Program 32
1.1.1.1.2. Change Work Performed Offsite During Week Changes amount of work done at home or at remote sites during work week. IARPA SCITE Program
© IndvidualF acto o
LovelOfAbstrac . o~
" ’ SN *® indcator
\ \ @ BehaviorCharact ',
* ® Organzatona¥F *® indvcuaFacto Sdato =
actor r '] =
\’ e, N / Annotation =
W*® Boundaryviolati - rdfs:label
on - LargeDataTransfer
* >
e Cl‘h'““‘"' . : ) rdfs:abbreviatedCitation
- " SE1(2015)
[ ® JabPerformance l b
~ - S rdfs:description
[ @ LeeNarrative l LEN ) . L
Firewall log entries that indicate transfer large amounts of data,
*® Psychologica¥a o
clor rdfs:fullCitation
Software Engineering Institute (SEI). (2015). Analytic approaches to detect insider threats, Pittsburgh, PA: Software Engineering Institute,
December 9, 2015, http://resources.sei.cmu.edu/asset_files/WhitePaper/2015 019 001 451069 pdf
rdfs:id
11343

rdfs:riskval  [type: xsd:integer]
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Threat Type and Factor Role
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Use Case 1: Knowledge Base to Inform Research and
Operational Communities

SOFIT is a comprehensive knowledge base for insider threat technical and behavioral

indicators

* Implemented as an ontology
with over 320 constructs
(factors), including

— Individual (Human) Factor
branch contains more than
270 technical and behavioral
factors

— Organizational Factor branch
includes roughly 50
contributing factors

* Current work focuses on
applying the ontology to support
modeling and inferences about
insider threat.

—

sofit_relationship (http://www.gmu.edu/SCITE/ontologies/sofit_relationship)

File  Edit

® s

Wiew Reasoner

Tools  Refactor

ofit_relationship (hitp://y

.gmu.edu,

Window Help

SCITE/ontologies/sofit_relationship)

Users\Frank\Documents\PsyberAnalyti\SCITE - IDI\Ontology material\Ontelogy Files\SOFIT_Relationships.owl]

*|| Search...
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Factor
IndividualFactor

BoundaryViolation

-0 BlurredProfessionalBoundaries
ConcerningWorkHabits
InterpersonalProblems
MajorsecurityViolation
MinorPolicyViolation
SecurityViolation
SocialEngineering

CybersecurityViolation

V- AuthenticationAuthorization

TYPPTTY

AttemptsToExercisePrivilege
FindingOrSearchingForPasswords
InappropriateComputerLogon
SharingPassword
CommandUsage
DataAccessPatterns
DataManipulation
DataTransferPatterns
NetworkPatterns

-} SuspiciousCommunication
JobPerformance

Cyberloafing
MNegativeEvaluation
LifeNarrative
PsychologicalFactor

p-- 0 DynamicState

p--10 EnduringTrait
IndividualFactorLevelOfAbstraction
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Impoited ontologies:

Direct Imports

Indirect Imports

AttemptsToAccessSystemAgainstPolicy

Asserted ¥
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Annotations
rdfs:label
AttemptsToAccessSystemAgainstPolicy

rdfs:at Citation

SEI (2015)

rdfs:description
Unauthorized access attempts to files, servers, etc.

rdfs:fullCitation

Software Engineering Institute (SEI). (2015). Analytic approaches to detect insider threats, Pittsburgh, PA: Software Engineering Institute,
December 9, 2015, http://resources.sei.cmu.edu/asset_files/WhitePaper/2015_019_001_451069.pdf

rdfs:id
11311,
-
Equivalent To -~
SubClass Of

asA some AccessPath

asA some TechnicalPrecursor
associatedWith some Fraud
associatedWith some IPTheftEspionage
associatedWith some Sabotage
AuthenticationAuthorization

isPartOf some Observable

General class axioms

SubClass Of (Anonymous Ancestor)
associatedWith some Fraud
asA some TechnicalPrecursor

-

Mo Ressoner set. Select s ressoner from the Ressoner menu (W Show Inferences
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Use Case 2: Foundation for Tools to Assess an
Organization’s Insider Threat Monitoring Program

Compare the indicators
detectable by the
organization’s system against
indicators identified in SOFIT
and/or best practices

Conceptual lllustration

SOFIT Insider Threat Ontology

O o x 0 Lnitps [l SOFITOntology org /fie/ scenaro 1234 /ceganzctional

&)

File Nome: Scenario1234.csv

Indicator COVPFIQQ

=== )

Indicator. Command Uscge (Averoge Threat Value 74)(D
Covered Observable(s) (Averoge Threot Volue 76)
Estadlish backdoor (20) @

Disabling worning banners (67)®

Disabling timed-logout (70)(®

Missing Observoble(s) (Averoge Threot Value 67)

Combined commands (67)(®

Number of Total Indicator sl
ORGANIZATION INSIDER THREAT ASSESSMENT Quality
Observables| Numberof | Quantity Metric

Covered |Observables Metnc

Total Coverage a2 188 22.34% 22.51%
|Boundary Violation 7 44 1591% 14.30%
Major Securty Violation 1 B | 1250% | 126r%
Social Engineenng 0 2 0.00%
Concerning Work Habits 3 S 33.33% 22.55%
WQHW \.ﬁoiaﬁon A 0 10 70.&!';%(
interpersonal Problems 2 7 28.5T% B.51%
Minor Policy Violation 1 1 25.00% 35.23%
Blurred Professional Boundaries 0 K 0.00%
Cybersecurity Violation 18 64 | 28.13% 28.90%
Data Manipulation 1 8 | 12.50% 14.19%
Data Transfer Patterns 7 9 77.78% 76.14%

[Suspicious Communication 1 T T
Network Pattems ki 24 16.67% 16.95%
Command Usage, 3 4 75.00% 11.1%
Data Access Paﬂ»_R_ 1 7 1 14.29% 16.06%
Authentication and Authorization 1 5 20.00% 22.22%
Job Performance 4 19 21.05% 19.74%
Negative Evaluation 3 9 33.33% 30.64%
Q Cyberlcafing 1 0 | weo% | o
Life Narrative 8 31 25.81% 24.62%
Ideology 2 9 22.22% 21.95%
Criminal Record 0 3 0.00%
Financial Concern 0 5 0.00%

Personal History 6 14 | 42.86% *&!&_
Psychological F actor 5 30 16.57% 16.96%
Enduring Trait 0 16 0.00%
Dynamic State 5 14 NN 36.95%
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Use Case 3: Foundation for Qualitative and Quantitative
Insider Threat Assessment Tool

L)

(1]

-

Ongoing research to estimate quantitative threat/risk values for individual indicators that can inform threat
assessment models...

_ Characterization of Case #1 Characterization of Case #2

) SELECT DISTINCT 2Property ?Value Precipitaling Event Pre[:ipitaﬁng Event
% ] WHERE { BTl . Recent change in marital status . Terminated
. I'.'le.pressuu::-n . ot b,
. hizz2s or late for meetings - 2¢; owl:someValuesFrom ?d. Behavioral Precursor Behavioral Precursor
* Recent change in marital status fs:l A"} UNION {?c rdfs:label "associatedWith"}. »  Misses or late for meetings e  [Extreme discontent
. Receiving large email attachmeants 33 i_ i::{ﬂ:"y' . 5 e ey e s [
. Requires excessive oversight } S Contextual Variable
) q E i 5 =+  Depression Technical Precursor
Case =] ) Propsity g | Voluo v »  Receiving large email attachments =  Establish backdoor
. Terminated 1 "asA" "ContextuaMNariable” = Requires excessive oversight s  Transfer large amount of data
. Extreme dizcontent
. Estzblish backdoaor 2 "associatedWith” "IPTheftEspionage”
. Transfer largs amount of data 3 “associatedWith" "Sabotage" Indi_cation of Insider Threat: None Indication of Insider Threat: _Strong )
. Strone reaction to oreanizational sanctions While there are contextual factors of concemn about The presence of both behavioral and technical
E E 4 "asA" "PrecipitatingEvent” this employee that may indicate a need for follow-up, precursors, as well as a precipitating event associated
there is no indication that this person represents an with insider threat risk, yields a high level of concem
insider threat risk. that justifies further analysis by insider threat team.
Indicator Score Indicator Score
Case #1 Case #2
Depression 52 Terminated 69
Misses or late for meetings 38  Extreme discontent 66
Recent change in marital status 35  Establish backdoor 90
Recerving large email attachments 55 Transfer large amount of data 80
“additive” model = Requires excessive oversight 39  Strong reaction to organizational sanctions 69
example Threat Value for Case #1: 219 Threat Value for Case #2: 374
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Over the last 2 years we have conducted several expert knowledge
elicitation surveys to support our objectives for Use Cases 1, 2 and 3:

* Helped to populate the ontology with expert judgments of threat/risk level for
individual indicators

* Helped to test various quantitative models that describe how experts assess
collections of observed indicators to determine overall threat/risk of insider

threat cases

Because there was no access to operational test
data with ground truth, these studies used expert
judgments as “proxies” in evaluating models.
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Contributions:

* Development of a comprehensive insider threat ontology that may be shared with
operational and research communities
* Foundation for development of applications for
— Assessing an organization’s insider threat program
— Individual insider threat assessment tools (qualitative & quantitative)

 Empirical studies obtained expert judgments to inform the ontology and to test
proposed models of individual threat assessment

Limitations:

 While the knowledge base has been informed by expert judgments, the ontology
and associated threat models have not been validated against operational data with
ground truth.
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Contact Information

 For more information,
please contact:

Frank L. Greitzer, PsyberAnalytix
Frank@PsyberAnalytix.com
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